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Main Sources
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Abstrace— In this paper we cast a vision for Security Prognostics
(SP) for critical systems, promoting the view that security related
protections would be well served to integrate fully with
Monitoring and Diagnostics (M&D) systems that assess the
health of complex assets and systems. To detect complex Cyber
threats we propese combining system parameters already in use
by M&D systems for Prognostics and Health Monitoring (PHM)
with security parameters. Combining system parameters used by
M&D to detect non-malicious faults with the system parameters
used by security schemes to detect complex Cyber threats will
improve: (a) accuracy of PHM (b) security of M&D, and (c)
availability and safety of critical systems. We also introduce the
notion of Remaining Secure Life (RSL), assessed based on the
propagation of “security damage,” to create the prospect for
Security Prognostics.  RSL will assist in the selection of
appropriate response(s), based on breach or compromise to
security component’s and potential impact on system operation.
An example of M&D data is provided which is normally

i with 1 faults providing input to detect
Malware execution through time series monitoring.
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more — these systems must be able to distinguish berween a
material failure of a component and, for example StuxNet.
Today systems lack complete situational awareness to detect
and respond to complex Cyber threats which are gradual and
subtle processes often taking course over time periods ranging
from days to vears as shown in Figure 1. Detection against
innovative, zero day, attacks requires even more care.

We propose a vision for Security Prognostics (SP) by
integrating PHM. information security. and Machine Learning
di i logies. In this digm we consider cyber-
health as an integrated aspect of system PHM and consider
malicious attack as a subset of faults that systems incur. Just as
prognostics systems seek to detect impending non-malicious
failures and assessing remaining useful life based onm the
damage sustained. so will SP assess the cyber-health of a
system and its Remaining Secure Life — a measure of the
urgency with which security issues must be addressed. It is
important to note that due to increased frequency and intensity

Keywards Crber-Se
i i ics and Health itori

ity; Remote Monitoring and
Zero Day Attack

L INTRODUCTION

Cyber threats are difficult to address for tactical platforms
and critical infrastructure precisely because of the mission
critical and time sensitive mature of these platforms.
Compromise andior loss of use of these resources provide
disproportionate harm. and any action taken in response to
artack or compromise must be carefully selected. These actions
need to consider the platforms at risk, their role in the overall
mission, and the state of mission conditions at the time. Today
there is no effective way to navigate these issues and provide
Security Prognostics (SP) for a critical system.

Part of the cause of this situation is that. in our view, cyber
security has suffered from being treated as a
separate/independent task in the monitoring of information
systems rather than an integral part of Monitoring and

i ics M&D or P ics and Health
(PHM). M&D systems, for example, can detect imminent air
craft engine failure through anomaly detection and various

ification and di i iq hine learning
algorithms, but if these types of algorithms are applied to the
problem of cyber security it is generally as part of a separate
system that is "bolied on" afier the fact rather than developed
within systems that monitor and maintain system health
Certainly PHM and M&D systems must be made secure. But

of cyber threas, tight coupling of PHM, M&D. and
i ion security is also essential to support the emerging
paradigm of remote and/or cloud-based M&D. Likewise, this
integration will not be without risk, as more capable systems if
compromised are susceptible to deeper damage.

In this paper we outline the current state of our research on
sp digm and iis main c : (a) M&D of wraditional
physical parameters currently used to assess material health
status of a system and how it can provide new methods for
detecting malicious breach. (b) innovative M&D of cyber
parameters to monitor and analyze the operating state of cyber
systems controlling physical systems, and (c) information
v schemes used to secure flow of information among
physical and digital systems. shows a simplified view of the
integrated approach using power plant setup as an example.
Our view is that goals of both system health and Cyber-health
speak to a converged system of PHM/SP.
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Figure 1: Seven steps of cyber-atmack
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Why Security Prognostics?

Current State: Cyber-Security has suffered from being treated as a
separate/independent task in the monitoring of information systems rather than an
integral part of Remote Monitoring and Diagnostics (M&D) or Prognostics and Health
Management (PHM).

View: Defense against planned, coordinated malicious attacks such as the Critical
Infrastructure can expect to encounter will require more system integration and
functionality than detection and correction of non-malicious faults, not less

Challenges: Multi-level security, Vulnerability to new attacks

Convergence provides more features to learn on, more models with which to
distinguish behavior.




Prognostics
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What are the Crack Equivalents for Security?

Time since Re-image

Number of Ports/Users
Number of incomplete Patches
Age of Architecture

Encryption

Any Measurable Surface Area or Distance Metric




Prognostics -> Security

Prognostics and Health Domain | Cyber Security Domain
Remaining Useful Life (RUL) Remaining Secure Life (RSL)

Anomaly Detection Anomaly Detection

Command
& Control

Target
Identification

Retreat &
Removal

Planning

Payload Footprint Attack
Introduction Expansion Event

imagination at work 7 steps of Cyber AttOCk



Evolution of service analytics and Security

MS&D

Integration of RM&D

Security Challenges with Security

Critical Asset Protection
Time Series Analysis
Adaptive Learning
CSAR

GEN4: Automated, scalable analytics for

+ Cloud-based Services [2013+]

* Automated design of reasoners

* M&D as a GE Product within the Cloud

GEN3: Leveraging GEN1/2 systems for other assets [2009-2011]
» Customizing reasoners for new assets
* Automated learning and model validation

GEN2: Prognostics and Health Management (P&HM) [2003-2009]

* Early and robust anomaly detection using normal data

* Accurate diagnostics and anomaly cause estimation

* Predictive life estimation to support condition-based maintenance
GEN1: Remote Monitoring and Diagnostics (RM&D) [1995-2002]

» Continuous condition monitoring

* Accurate fault detection to support timely maintenance

imagination at work



Time Series Diagnostic Process

*Feature
*Normal «Statistical - Selection
Data processes Featur_e descriptors C:;:ss.lfler ;I:I&j:ilon
Generation ([T Extraction -Shapes esign
processes _-rMotc'IeI
esting

predicies

o(8[o[e[ofo [ &

ofo|ofofofo|-[8

Illustrative Example: Benign vs. Malicious processes =— =—— —— —— —— =—

1 'pBytes’
2 ‘pCount’
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Figure 1: Feature set of interest #+s-w  Figure 2: Time series plot of ‘feature



Results and Analysis

Table I: Extracted Feature
Features

mean of 'proc_mem_size'
mean of 'proc_mem_shr
mean of ‘'mem_page_size'

500

450 -

400 -

350

imagination at work

Table I: Confusion matrix of the seven benign processes
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Opportunities for Next Steps

M ComplLearn 3D Tree Visualisation

L | | | | L |

0 l_Y_! 10000 20000
stroke push off stroke push off
gllde ) glide glide
l
0 1000 2000 2000 2000
References:

*Bing Hu, Thanawin Rakthanmanon, Yuan Hao, Scott
Evans, Stefano Lonardi, and Eamonn Keogh (2011).
Discovering the Intrinsic Cardinality and
Dimensionality

of Time Series using MDL. ICDM 2011

*Thanawin Rakthanmanon, Eamonn Keogh, Stefano
Lonardi, and Scott Evans (2011). Time Series
Epenthesis: Clustering Time Series Streams Requires
Ignoring Some Data, ICDM 2011

*http://www.cs.ucr.edu/~eamonn/selected_publicatio
ns.htm

N ——— Adaptive Learning from Feature Selection to Optimization:
Capturing the Essence of a System to Detect Faults/Failures
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What is the Current State?
Digital Twin
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GE's Customers want Outcomes (not Technology)

Asset Performance Mgmt. Operations Optimization Business Optimization

/ Single Asset \ / Group of Assets \ /Complex Operations \
Reduce unplanned down time Reduce operating cost Increased revenue
Maintenance optimization Increase output Cost reduction

vnalytics Based Maintenance/ k Plant Level Optimization / @ Optimizer, Movement PIO@

Life Models: Per Asset, Per Part
and Per Failure Mode

Accurate Performance Models Market Conditions

i Interactions at scale
Heterogeneous & Big Data Complex Interactions

#Industriallnternet
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BILL RUH .
CHIEF DIGITAL OFFICER, GE N
CEO, GE DIGITAL

-

“UNSCHEDULED DOWNTIME. IT DOESN'T
SOUND SEXY, BUT IT'S REALLY THE MOST
SEXY THING IN BUSINESS TODAY."

#Industriallnternet powered by @
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éé

WE SEE THIS AS AN OPPORTUNITY TO
ADD $15 TRILLION TO THE GLOBAL GDP
OVER THE NEXT FIFTEEN YEARS.

y

o

BILL RUH '
] CHIEF DIGITAL OFFICER, GE |
CEO, GE DIGITAL

#Industrialinternet
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Design & Test

Operation

Inspection &
Maintenance

Market

#Industriallnternet

Engine #906260

0

Model #906260

Digital Twin Attributes
1.
2.

The model is applied per-asset

The model must be used to create
demonstrable business value

. The model must be adaptable

The model must be used in @
continuous-update capacity

. The model must be scalable

powered by
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We make & connect various Digital Twin pieces

Inspection data, e.g., Borescope

Operational State data, e.g., Temp etc. Asset Life data, e.g., cycles to failure

Shop Visit Probability

Online Sensor

Data Layer Model Layer Application Layer

#Industrialinternet powered by
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[Q Domain Data

Key Enabling Technologies for Digital Twin

Inputs

Q Physical + Digital Engineering Models

Innovation, Speed, and Scale

Automated Data Pre-processing

i

vm _— “ - ]

Inspection Capabilities

Cumulative Damage

Dynamic Performance Estimation

®  Industrial Analytics

Model Generation & Automation

Knowledge Extraction
Flightsensordata  Flightdata
el e § i
o al  a 72N
g
Difference Ao .
:: 2
Matching
Algorithm
@ PREDIX PLATFORM owered by
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Outline

Wind Power Use Case
Performance and Validation

Security Offerings - Wind Power Use Case
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Power Up

Cut-in Run-up Rated power Cut-out

Power (kw)

k=1.5

Wind distribution (k)
Annual Energy Production =

AEP= § PowerCurve(XydWind(X) el
Wind speed (m/s) :

— Copyright© 2016 General Electric 107372016

k=3




We make & connect various Digital Twin pieces

Inspection data, e.g., Borescope

Operational State data, e.g., Temp etc. Asset Life data, e.g., cycles to failure

Shop Visit Probability

Eeeg

Engine Specific

Probability of Shop Visit
s o o
2 8 2

H

010,55
el

d 07 e

Online Sensor data

Imputation Data Driven Traditional Plan of the Day
Technologies And Physics Based PHM Optimization

#Industrialinternet powered by
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The Challenge

Validating Vortex Generator CM&U
Improving efficiency ... 1-2% AEP

» VGs energize boundary layer & help re-attach flow
» Optimally designed through CFD & wind tunnel testing

Field validated via wool tuft testlng & production onoly5|s

Azimuth=272 =
Vip=71m/s

......

......

——T18- Before VGs

Azimuth = 268

: V=68 m/s

\| imagination at work

1 22
10/3/2016



Wind Empirical Models Motivation and Performance

Motivation

GE Wind sells many CM&Us providing small AEP gains (1-2%)

- These CM&Us are difficult to sell unless performance verified

Current AEP Performance Methods

1. Baseline using upstream Metmast

- Limited Availability (Uncertainty ~0.5-2%)
- $150K cost per metmast, technical restrictions
2. Use Onboard Anemometer
- Valid if no major bias (Uncertainty ~0 .5-2%)
- Not Valid if Aero affected - VG, Blade changes, etc.
3. GEGlobal Research Performance Analytics Tool
- Uses neighboring turbines to build correlation model

- Removes anemometer bias
- Reduces AEP uncertainty <0.5%

T6

TL12 13
KKK

T15

T14,
L

imagination at wq|

K

T10 T11

HBOCK

T16_T17 _T19 721

Ti8 T20 T22

X
T27

T31

KKK

X

XX

K| x>=T.0mis
X>=7.1 m/s
xX>=7.2m/s

>=7.3 m/s
®>=7.4mis
X>=7.5m/s

>=7.6 m/s

>=7.7 m/s

>=7.8 m/s

Qutput (KW)

Prediction Error (kW)

Simplified example of statistical solution:
WTG18 kW= a + b* +c* + ...
Goal: develop a method to statistically determine

coefficients a, b, c, d, ... s

Copyright© 2016 General Electric 10/3/2016



Vortex Generator Pilot Performance Results

,,,,,,,
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Wake Optimization
Challenge

* Field Flow has huge impact .

* Flow is Complex

 Field Flow Measurement is Costly

* Radar
e Lidar

e Metmast

Nacelle Mounted Lidar - $80k to $100k per sensor
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Consider Turbines as
“Virtual Metmasts

Use Machine Learning to
Model Farm Power Given
Reference Turbine Input

B

Farm — Cp + Elfi-l_ Elfl +...t E}:fi‘!
2
Prediction of Farm :
Power Output » E
Given Reference =

Copyright© 2016 General Electric

- -
T-4 T-1
L ]
Y -
e T-5
T-12 T-3 T-2
- L ]
L ]
T-7
T-13 T-6
-
L L]
T-20 -V T-10
- L ]
T-18 ot T-9 ™
P 1 T-8
- 19

x 10*
35

25

N
4ol Ai T

350

100

150 203 250 300
Time Interval (tens of minutes)



The Data Vs. Uncertainty Trade

Farm Level Energy Prediction Accuracy vs. Number

Amount of Data of Control Turbines at Various Levels of Data
20 | | L | |

lBJ -

=

=
1 1
L L

= % uncertainty NO pooling
= O uncertainty with pooling (blocksize = 100} 1
% uncertainty with pooling (blocksize = 500)
= % uncertainty with pooling (blocksize = 1000
% uncertainty with pooling (blocksize = 2000
= 04 uncertainty with pooling (blocksize = 5000)

=
M
|

% Energy Uncertainty

=~ o o

20 40 60 80 100

Number of Turbines Used to Model the
Average Power of Turkey Track Farm

10 Reference Turbines
1 Reference Turbine
Copyright© 2016 General Electric
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Many Options to Find Good Solutions

Stepwise Linear Regression on Turbine Power Features

35'"]‘ . .
= Actsal Power
) *  Predicted Using 2 Turbines

sk o Pradicted Using 50% Torbins |
g 254
—
1] Fy 5
=
=
oy
g 15¢
Iz
= I
L)
-

056

u i i i i i 'l

i
0 50 00 150 200 2480 20 =0

Time Interval (tens of minutes)
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But Not All Virtual Metmasts (Turbines)
are Honest Brokers!

e Wind e °
Directi
N\ T-4 T-1 il “‘“'17 T-4 T-1
:"é@ ™ ®
L ] L ]
° T-5 o 3“ .2 ° T-5 o 3‘ .2
T-12 T-12
® [ ] e [ ]
[ ] @
-7 .
T-13 T-6 T T-13 T-6 T-7
[ ] [ ]
T-14 . T-14 o °
e e 117 e e ® 117 °
® T-20 T-10 ° T-20 T-10
T-16 ® ® T-16 ° °
T-18 . T-9 °® T-18 ot T-9 °®
° T-11 T-8 ® T-1 T-8
T-19 T-19

We define Honest Brokers to be control turbines or sensors that are considered to be valid and consistent in both

the training and testing intervals
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Model
Creation

Model
Application
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What about Cyber?






DEEP ROOTS IN SECURING CRITICAL ASSETS

Services Products

Our Build Validate/certify Operate
Offerings security in for security processes
securely

0 2
Our T & : &
Customers _T_ A
Device Integrators Operators,
manufacturers asset
owners

wurldtech IO R Rt > 2016



Threat overview

How Potential Impact
Highly visible attacks targeting Deni :
ivi : » Denial of service to customers
Hacktivism large corporations and N icimage
government agencies
Advqnced Organized and state funded * Grid reliability
Persistent groups methodically targeting the + Intellectual property theft
Threat (APT) enterprise, country or customer + Customer site compromise
|\I4rzls|llglegu/s Employge_ Wi’.[h Iegitimote S FO * Intellectual property theft
PII/.SenS|t|ve. info publlcolly releasing, . Business process damage
Intent selling or going to competitor
. Organized crime rings targeting . Fi ial |
Cybercrime individuals and corporations for INANCIAriosses

: . . » Employee personal impact
financial gain ployee p P

Targeted attacks against network and software vulnerabilities in the wind farm industrial
control systems/SCADA increase risks to Operators and OEM's reputation




Example compromise - power plant site

Field Technician FBI FBI assisted
technician plugs USB contacted in cleanup
plugs a into GE energy and
USB stick laptop and facility investigation
into the antivirus about
human warning intrusion

=)

machine ‘oppeors “
interface _ =
, ok

Internet Network monitoring

N T

iy
‘ﬁ ‘ .
s
# P’ e

Remote monitori
& diagnostics

Control
=i

wurldtech

A GE Company

o
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Wide Area Network Attack Surface

Customer Scope
OEI\'}/eI':Cvts:I?aI Threats
A. Hacktivist
Router B. Advanced Persistent e g
C. Operator Insider

Al "9 D OEM Insider -

Intrusion Detection
{MIDS, Eb

Compliance Risks

3rd Party . Fireswall {4, 0,E
Network E. NERC Audit
WAN g SCADA
(Frame Relay) Network
or Internet (B2B)
Routes
Firewallta-ey .. -

Firawall [A,8,0E)]

Router
[Ciscn 1941)

wurldtech

A GE Company




Wind Farm
Network
Attack
Surface

To customer
infrastructure

wurldtech

A GE Company

Virtual Machines

m m m m

% ID_S/ IPS
Perimeter

Virtual Server

SCADA Core Switch
Field

DMZ Ethernet Switch

for SCADA,

Wind farm controller Wind Farm
Controller

IDS/IPS
Field

IT Firewall/Router

External
interface

Marketing



The SCADA system

Potential weaknesses

* Are the systems hardened? - CIP-007-5 R1 /

* How do operators validate and apply patches?- CIP-007- 5 R2

* What provides Malicious Code Prevention - CIP-007-5 R3

* How are security events monitored? - CIP-007-5 R4 /|

« Policy Management - CIP-007-5 R5 g

* Any hardcoded passwords? ey

How difficult is it for operators to integrate to théir \
corporate enterprise AD?

Mitigation

Active Directory
Certificate Authority \
Domain Controller
Policy Management
White Listing

Log File Management
OS Hardening ;
Patch Management Service through Critical Asset Protectien'~

wurldtech

A GE Company

N VYN SASsS




SCADA Network

Potential Weaknesses

* Any default passwords, any unmanaged policies - CIP-007-
5R5

* Any network access control (NAC)?, How many available
open ports require authentication - CIP-003-5 R3

» Switch firmware patching - CIP-007-5 R3

» Any hardcoded passwords - CIP-007-5 R4

» Any ability to detect and prevent an intrusion?

Mitigation

v OpShield for OT NIDS/NIPS

v IT Security Services
* Active Directory N
« Certificate Authority (7
« Domain Controller e
* Radius s G
» Configuration management for switches '

v" NAC through 802.1X & RADIUS - Packet Fence, e.g.
v" MAC Based filtering for non 802.1X Supplicants

wurldtech

A GE Company




Control System - Wind Turbine Control

Potential Weaknesses

» Default simplistic passwords, and no managed policy - CIP-007-3 R5

» Open industrial protocols with no encryption, susceptible to Man-In-The
Middle (MITM) attacks

* |Is Firmware signed or whitelisted?

Mitigation

v' Securing controllers may require:

* Active Directory

* Certificate Authority

* Domain Controller

v' MAC Based filtering for non 802.1X Supplicants GE's configuration
management
v" Require technology suppliers to address firmware weaknesses
e.g., MITM, firmware signing, etc.

wurldtech

A GE Company




Wurldtech Professional Services

Site Security ©
Services

Device Security
Services

v/Site Security Assessment

In-depth, comprehensive site
evaluation

v'Site Security Health Check

Rapid facility overview

v'NERC CIP CVA

Comprehensive assessment for
U.S. electric utilities

v'Device Security Assessment

In-depth, comprehensive device
evaluation

v'Device Security Health Check

Rapid, economical engagement

Professional
Security Services

v'Product Development
Security Assessment

Comprehensive evaluation of
security practices

v'|EC 62443 GAP Assessment

Comprehensive evaluation of
meeting IEC requirements

Preparation for APC



DOE recently gave funding to a team of scientists at the GRC to
develop and demonstrate a next-generation cybersecurity
technology to help protect critical power-generation assets.

GE's project is one of 12 awards totaling $34 million of
DOE investment.

“The general idea is to use our digital model of plant
operations to detect anomalies that could indicate a cyber
disruption or attack is underway,” he said. “If one is
detected, the control system we design in the plant using
sensors and complex algorithms would automatically adjust
its operation to reduce risk of harm to the asset and keep
the system running.”

More info at:
http://www.gereports.com/these-scientists-hacked-
the-immune-system-to-fight-cyberattacks/



What do Security
Prognostics look like?
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We make & connect various Digital Twin pieces

Inspection data, e.g., Borescope

Operational State data, e.g., Temp etc. Asset Life datq, e.g., cycles to failure
| v | v
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Shop visit Probabilly Business Optimization
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Conclusions

» We have put forth the position that Cyber-Security of critical
infrastructure and tactical systems will require convergence of PHM
Systems, Information security, and advanced diagnostics technologies
into Security Prognostics - where security is right in the middle of
monitoring and diagnostics - not bolted on afterward.

» Under this paradigm the best and latest tools for detecting and tracking
non-malicious faults and failures can be developed further and brought to
bear to the problem of cyber-security: detecting security breach and
estimating remaining secure life.

 This paradigm lends itself further to creation of adaptive and resilient
systems that are self-healing and situationally aware. These paradigms go
against the current trend in cyber-security for security systems that are
separate from M&D, but we feel the difficulty of protecting tactical
systems and critical infrastructure require a re-thinking of this trend
towards a unified approach, which will be the focus of our future work.

imagination at work



What’s Next

How Can we leverage all of PHM for Security?
What Technologies Transfer?
What Technologies need to be developed?

Let’s Collaborate!






