NIST

National Institute of

Standards and Technology
U.S. Department of Commerce

Using the Digital Thread
to Integrate PHM in a

Model-Based Enterprise (MBE)

Thomas Hedberg, Jr.

Systems Integration Division, Engineering Laboratory

National Institute of Standards and Technology
Presented to the 10th Annual Conference of the Prognostics and Health Management (PHM) Society

25 September 2018

engineering =




e g

1]

[+]

=l
3
[+

fiojesoqe| m

25 SEP 2018

Rlpped from the Headlines...

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

e ———

THE CUSTOM CHRQNICLES
~——JARUETY ;20T
=g L)

THE CUSTOM CHRONICLES

—TRNURTY TS 2076

[EXTRA =
|

THE CUSTOM (:HRONICLES

S\'\\
0 .\\\\\3%

i 1
11

DU \\'\\\\m\ ny 2024

-—_____/ ’ :
““’" msollllm o \cﬂﬁlmon mmumrum ““““
- S=yin $2.3B bition n 2 2018\




NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

engineering m

25 SEP 2018

fiojeaoqe|



NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

Presentation Overview

* What’s the problem in the context of maintaining
manufacturing systems?

* Digital Threads in a Model-Based Enterprise

* A Prototype of the Connections

o
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N. Trusted Decision Making in Distributed Environments

Level 4

(ERP) Business Planning
& Logistics
Plant Production Scheduling,
Operational Management, etc

Level 3
(MES)

Manufacturing
Operations Management

Dispatching Production, Detailed Production
Scheduling, Reliability Assurance, ...

Level 2
(Monitor)

Discrete
Control

Continuous
Control

Batch
Control

message

Level O

(Process)y  People and Machines
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Why?

* Decentralized manufacturing:
OEMs = system integrators, SMEs = disconnected

* Change in demand:
varying lot sizes, make it next door, on-demand ordering

* Wants and needs for agility and flexibility:
rapid reconfiguration of manufacturing systems (e.g., shop floors)

1. Gallaher, M. P,, Oliver, Z. T., Rieth, K. T., and O’Connor, A. C., 2016. Economic analysis of technology infrastructure needs for advanced manufacturing: Smart manufacturing. Report NIST GCR 16-007, RTI International
2. Quan, T. and Williams, K., Product Variety, Across-Market Demand Heterogeneity, and the Value of Online Retail (November 17, 2016). Cowles Foundation Discussion Paper No. 2054. DOI: 10.2139/ssrn.2871513
3. Quan, T. and Williams, K., Product Variety, Across-Market Demand Heterogeneity, and the Value of Online Retail (June 26, 2017). Cowles Foundation Discussion Paper No. 2054R. DOI: 10.2139/ssrn.2993236
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 MRO/Sustainment needs distributed manufacturing to figure out

what capabilities & capacities are located where and what is the
topology of that distributed network

e Simplicity through distributed complexity [1], but must also be
trusted and secure

* Increased opportunities for MFGaa$S help SMEs —> S57 Million annual
opportunity in simply better sensing and monitoring [2]

1. Mocker, M., Weill, P., & Woerner, S. (2014). Revisiting Complexity in the Digital Age. MIT Sloan Management Review. Retrieved from https://sloanreview.mit.edu/article/revisiting-complexity-in-the-digital-age/
2. Anderson, G. (2016). The Economic Impact of Technology Infrastructure for Smart Manufacturing (NIST Economic Analysis Briefs 4). Retrieved from Gaithersburg MD: http://nvipubs.nist.gov/nistpubs/eab/NIST.EAB.4.pdf
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Don’t listen to just me...
* The National Security Strategy includes

producing parts and systems with healthy NATIONAL SECURITY

and secure supply chains supported by a STRATEGY

skilled U.S. workforce as essential to the e )\ |
Nation’s manufacturing readiness A

DIGITAL o
ENGINEERING

EEEEEEEE

e U.S. DoD says digital transformation will
address challenges associated with
complexity, uncertainty, and rapid change
in deploying and using systems

Deloitte

- Global Manufacturing

Competitiveness Index : _
McKinsey on Digital Services

* Deloitte and McKinsey recommend using a - 'Intfoducilvlgthe'
holistic and sxstematlc analysis in making ——=— ' W& next-generation
decisions on

ow and where to best LA = Operatingmodel
deploy and maintain technologies and TN o |
capabilities
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ENTERPRISE Level 3 OPERATIONS & LOGISTICS
INTEGRATION s

(Monitor)

Level 1
(Sense)

CAPABILITY

message

Level O
(Process)
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How well is the product (e.g., car, plane, machine)
performing to specification?

PRODUCT

Are my processes

Where can | sacrifice

ENTERPRISE
INTEGRATION

engi eering m
s
d, Ejg_ 25 SEP 2018

machines today to ensure
availability for the parts |
must deliver tomorrow?

\

MAanitnr)

Level 2 OPERATIONS & LOGISTICS

What capabilities are
available to produce parts?

How are the capabilities
performing to specification?

CAPABILITY

performing the
correct actions,
using the

appropriate
capabilities, to

deliver the
needed parts at

the desired
times?




Digital Threads in a
Model-Based Enterprise
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Paradigm Shifts: Diagnosis to Prognosis

* Changes in Operations and Logistics

e Spare parts providers and logistics partners
must deliver when needed

* Requires IT / OT integration between OEM,
Suppliers, and Field Servicers

* Must be able to mitigate impulse functions

* Viewpoints Interoperability

* Context varies based on the phase of the
lifecycle (e.g., design, manufacturing, quality)

e Context varies based on the level of
interaction with data (e.g., systems,
operations, enterprises)

* Data - Domain Interoperability via
“Standard Interfaces”

25 SEP 2018
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The Connection Paradox e ——
“T \J\SH THESE PARTS
CouLD COMMUNICATE
hanloied “00H, THIS NEW TECHNOLOGY

MAKES IT EASY TO CREATE
" | ARBITRARY CONNECTIONS,

INTEGRATING EVERYTHING!
"All T want is a

O‘D
secure system ' G@%ﬂ
where it's easy to f o @)

do anything I

(5o

want. Is that so [“owi 7o ey ecmoner }
" MAKES IT EASY TO ENCLOSE
much to ask? ARBITRARY THINGS IN
SECURE. SANDBOXES!" ‘UH-OH, THERE ARE
S0 MANY CONNECTIONS
TS CREATING BUGS
@ AND SECURITY HOLES!
) .
éﬂ
& gg 25 SEP 2018 https://xkcd.com/2044/
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Enter Digital Thread and Digital Twins . act=

S
* Digital Thread, noun

* A connected information flow between standard
interfaces for activities across the product lifecycle

* Digital Surrogate, noun

* An application of the digital thread to an environment
where integrated information flows are leveraged to
digitize systems and apply modeling and simulation to
enable dynamic control

o
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Digital Thread is a Graph

* Graph — Nodes and Edges
* Nodes and Edges may have

* Name £1: 11
e Type (Typed Graph) /

* Properties (Property Graph)

* Edges may have N2 : T1 SER1 N3 : T2
 Direction (Directed vs. Undirected Graph)

* Graphs can be Elk AB

e Stored

Queried (Pattern matching) N4 : T3
Traversed (e.g. Breadth-first, Depth-first)

Generated and Transformed

Analyzed

N1:T1

Bajaj, M., & Hedberg, T. (2018). System Lifecycle Handler - Spinning a Digital Thread for Manufacturing. INCOSE International
Symposium, 28(1), 1636-1650. DOI: 10.1002/j.2334-5837.2018.00573.x
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Deploying Digital Thread

* Use consensus-based, voluntary, open standards to:
* Validate
* Certify
* Connect

e Goals

* Seamless traceability:
System -> Design -> Manufacturing -> Operations -> Maintenance

* High-quality, 100% first-pass process yields
* Enterprise knowledge re-use

3 25SEP 2018
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Lifecycle Information Framework and Technology

FROM INFORMATION SILOS...

) Customer &
Quality Product

Design Analysis Manufacturing
Assurance
Support

engineering =
Hedberg Jr, T., Barnard Feeney, A., Helu, M., & Camelio, J. A. (2017). Towards a Lifecycle Information Framework and Technology in
25 SEP 2018 Manufacturing. Journal of Computing and Information Science in Engineering, 17(2), 021010-021010-021013. do0i:10.1115/1.4034132
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Lifecycle Information Framework and Technology

Product Lifecycle Data

Customer &
Product
Support

Quality

Analysis Manufacturing Assurance

...TO LINKED DATA...

engineering =

)

Hedberg Jr, T., Barnard Feeney, A., Helu, M., & Camelio, J. A. (2017). Towards a Lifecycle Information Framework and Technology in
25 SEP 2018 Manufacturing. Journal of Computing and Information Science in Engineering, 17(2), 021010-021010-021013. do0i:10.1115/1.4034132
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Lifecycle Information Framework and Technology

Product Lifecycle Data

Customer &

Quality Product

Assurance

Data Certification and Traceability
Root of Trust, Key Distribution, Cryptographic Services, Data Quality Services

..WITH BUILT IN TRUST AND TRACEABILITY...

engineering =
Hedberg Jr, T., Barnard Feeney, A., Helu, M., & Camelio, J. A. (2017). Towards a Lifecycle Information Framework and Technology in
25 SEP 2018 Manufacturing. Journal of Computing and Information Science in Engineering, 17(2), 021010-021010-021013. do0i:10.1115/1.4034132
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Lifecycle Information Framework and Technology
..FOR DRIVING APPLICATION WITH DATA!

Product Lifecycle Data

Customer &

Quality Product

Assurance

Data Certification and Traceability
Root of Trust, Key Distribution, Cryptographic Services, Data Quality Services

Data-Driven Applications

Knowledge PP Management

Diagnosis, Prognosis, and Control

engineering =
Hedberg Jr, T., Barnard Feeney, A., Helu, M., & Camelio, J. A. (2017). Towards a Lifecycle Information Framework and Technology in
25 SEP 2018 Manufacturing. Journal of Computing and Information Science in Engineering, 17(2), 021010-021010-021013. do0i:10.1115/1.4034132
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Use Case: A three component assembly with design, pr i
manufacturing, and inspection data

it it ittt it ettt ~
i NIST MTC CRADA ASSBLY :

Product Concept; | i
i Jama: Box |

Level |\ Reqts NIST MTC CRADA BOX NIST MTC CRADA COVER ]‘
e ' Y 72
T U N \\.

NMC ASSBLY Rev D m

! ‘.
! !
. . | |
Design Variant | TRA: Cover I
' : - Design Status '
Level | : gn |
I NMC BOX Rev D NMC COVER Rev B : I
W GitHub: Box GitHub: Cover i
W Design CAD Design CAD J
S — s — — e — e — . — — — — s e — . — s — e — s — e — — — —— — — e — — — — e s el ¢ ¢ s e e s s e s E— — — — — /
GitHub: Box Gltl\l;[Ibe(af?aver
B Vi Data NMC ASSBLY SN D01 =
Pa.rt InStaI‘ICE ' e e GitHub: Cover

Level B Quality Data Quality Data
'_ GitHub: Box NMC BOX SN D01 NMC COVER SN B01 ME ' GitHub: Cover

Incoming Data Incoming Data

HedbergJr.,, T. D., Sharp, M. E., Maw, T. M., Rahman, M. M., Jadhay, S., Whicker, J. J., ... Helu, M. M. (In Press). A three component
engineering m. assembly with design, manufacturing, and inspection data from a collaboration between the National Institute of Standards and
& Technology and the Manufacturing Technology Centre. NIST Journal of Research (NIST JRES), 1-2.
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NIST Smart Mfg. Systems Test Bed
https://smstestbed.nist.gov

* Reference architecture and implementation
* Rich source of data and test cases for research and education
* Physical infrastructure for standards and technology development

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

a

Test Bed \
W \ 4 v

CAx Lab

(CAD, CAM, CAl, Data
Mgmt, Data V&V)

Manufacturing Lab
(Plan, Fabricate, Public Web Service Private Web Service

Inspect, Monitor)

&

y

ra

y

CAx Systems

.

1 1
I |
I 1
CAD Tools Machine Tools : :
CAM Tools g Inspection : :
73 Equipment
CAl Tools 2 guipme ! !
i Production | !
PDM Tools = Mgmt System : |
I I
V&V Tools Data Aggregator [€= === ==========——- /

25 SEP 2018

M. Helu, T. Hedberg (2015) Enabling Smart Manufacturing Research and Development using a Product
Lifecycle Test Bed. Procedia Manufacturing, 1, 86-97. DOI:10.1016/j.promfg.2015.09.066.




Generating Connections

Generated Connections between
cyber and physical things for
assembly and two components

e 145 nodes

* 436 edges

Hedberg Jr, T., Bajaj, M., & Camelio, J. A. (In Review). Using
graphs to link data across the product lifecycle for enabling
smart manufacturing digital threads. Journal of Computing
and Information Science in Engineering.

engineering =

25 SEP 2018
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bdd [Model] System Lifecycle Handler System[ Architectureu

«block»

Client Support System

«block»
Digital Object

parts
Handle [1] = prefix/GID{id}

values
URI: String [1]
EMAIL [0..1]
TYPE: String [0..1]

«block»
. values
Object Node Type = {PDM, MES, ERP, QMS, ...}
references
Connected Handle : Digital Object [0..*] = prefix/GID{id} operations
queryObject()
] values getObject()
Name : St_rlng [1] postObject()
Type : String [1] updateObject()
0" deleteObject()
1
«block»
1 Global Identification System
«block» «block» operations
Local Graph Database Agent-Based Adapter resolveGID()
ReturnObjectPath()

AV

«interfaceBlock»
Object Controller

«interfaceBlock»
Query Controller

Object Services

Query Services

SCHEMA : String [0..1]
DATE_CREATE : String [0..1] «block»
ATTRIBUTE : String [0..1] 0.* Local Handle Services
ATTRIBUTE®B4 : String [0..1] parts
EFFECTIVITY : String [0..1] ; : - - —
HS_ADMNN : String [1] Object Registery
HS_PUBKEY : String [1] operations
HS_SIGNATURE : String [0..*] getObjectHandle()
setObjectHandle()
reviseObjectHandle()
deleteObjectHandle()

Global (root) resolution syst(leﬁ
[

1

«block»
Global Handle Registry

values

URI: String [1] = hdl.handle.net

B

> «block»
Intermediate Handle Registry

URI: String [1] = hdl.mfg.io

values
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Graph Database Queries

$ match (m:GitHub_File)-[t]-(n:Block)-[r]-(s:Block{name: "NIST_MTC_CRADA_BOX"}) RETURN m,t,n,r,s

Block(5)

Show all Design Variants
of Product Concept
‘NIST_MTC_ CRADA_Box’
and associated CAD data

REFERENC REFERE
Renc... (NSt MTC G NIST_MTC_C...

<P

o cenenc | NIST_MTG._G...
REFERENC - NIST_MTC._C... | REFERENG

Snginearag.. Bajaj, M., & Hedberg, T. (2018). System Lifecycle Handler - Spinning a Digital Thread for Manufacturing. INCOSE International
Symposium, 28(1), 1636-1650. DOI: 10.1002/j.2334-5837.2018.00573.x

25 SEP 2018
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Graph Database Queries

£ match (m:GitHub_File)<-[t]-(n)<-[r]-(s:Block{name:"NMC_ASSBLY_D@1"}) .. =
Block(3)

Show all Mfg and
— .

Quality data

A associated with
<S> Part Instance
NMC_Box_D01 MMC_Cover_B... IN M C_ ASS B LY_DO 1’

S
b

¢
i g s,
e ] % q.f& 7 <,
O m 'E;\ -y m Fo
ey n A, Lo n @.\
ra s m (] (j<-' I e
= > oL & ] ()
i = = oy m “hy,
@

Snginearag.. Bajaj, M., & Hedberg, T. (2018). System Lifecycle Handler - Spinning a Digital Thread for Manufacturing. INCOSE International
Symposium, 28(1), 1636-1650. DOI: 10.1002/j.2334-5837.2018.00573.x
25 SEP 2018
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Graph Database Queries

% MATCH (m:Block)-[t:Allocate]-(n:Block)-

countn” How many instances of Box

Al have been manufactured?

ex1

$ MATCH (n1:GitHub_File{name: 'BoxResults_19_ HOW ma ny inSta nces Of BOX
ﬁ "count{m}"
. have been through
incoming inspection?

$ MATCH (n1:GitHub_File{name: 'BoxResults_19_samples.QILF'})-[r1:REFERENC
!Imfl

["gid""PROJECT-b11f2583-daB7-4515-b8d9-1304d22c06a7 |
_18_5_3_63e021c_1521994265350_944094_15411""name"."NMC_Box_D019"} Li St t h e m
["gid""PROJECT-b11f2583-dab7-4515-b8d9-1304d22c06a7 |

_18_5_3 63e021c_1521994264434_175058_15408" "name"-"NMC_Box_D018"}

NI, I T L AALN T AN I 7 Ar AT LOIm A5 A 1mo o7

Snginearag.. Bajaj, M., & Hedberg, T. (2018). System Lifecycle Handler - Spinning a Digital Thread for Manufacturing. INCOSE International
Symposium, 28(1), 1636-1650. DOI: 10.1002/j.2334-5837.2018.00573.x

25 SEP 2018
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Dynamic, Contextual Viewpoints
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A
organization /|
/
A ¥ ...“'\‘. g /
| \ /
/

\ | -
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\
/ |
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\|" / /I‘

g -

\ | =] o 10,1115 4034132
1111‘&lr}2 s scholdrysrticle
{
I # L
bit Iyl GF-HSMB00U |
1118170 s |
. y ot eiiss dogument
- \ _ | manufacturing 1 -
\ |I ,.m.f/ Jr’//
20.500.11003ds GFA.. |\, ,"r,-’l'/ =
"f\ T
X,«rl'“'
o gt and
_—N ]
stresm \II
20.500.11993inist abf e

(@) Full Graph

sirengihspnas 0.500.11983LIFT

_10.1115/1.4034132

scholartyarticle

& 10.1115/1.4034132

%45, 20.500. 1008 MIST
20,500, 11083 st oy 1o s
h

bith/GF-HEME00U  desan

1115/ ment

M1ETr

20.500.11983 vds GFA...
mo

machine

engineering (b) Manufacturing Sub-Graph (©) Matrials ub-Graph
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* PHM involves trusted decision
making in distributed
environments

* Deploying digital thread via
standard interfaces between
“things” using consensus-based,
voluntary, open standards will
enable rapid data exploration and
knowledge extraction

* Conservatively, $100 Billion annual
savings™ is available to industry
through the adoption of open-
standards, model-based methods

* Anderson, G. (2016). The Economic Impact of Technology Infrastructure for Advanced Manufacturing: An Overview (NIST Economic Analysis Briefs 1).
Retrieved from Gaithersburg MD: http://nvipubs.nist.gov/nistpubs/eab/NIST.EAB.1.pdf

25 SEP 2018
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Thank you for your kind attention! "The 95% confidence interval suggests Rexthor's

dog could also be a cat, or possibly a teapot.”

Thomas Hedberg

thomas.hedberg@nist.gov . '
__i__;_:-—-:—-"‘-" .
MBE Program: URL to come SRR SN ..
Digital Thread: https://go.usa.gov/xNP8x .o, ‘
R%0.06 REXTHOR, THE DOG-BEARER

SMS Test Bed: https://smstestbed.nist.gov

T DONT TRUST UNEAR REGRESSIONS WHEN ITS HARDER
. . To GUESS THE DIRECTION OF THE CORRELATION FRoM THE
My Publications: https://go.usa.gov/xnf3w SCATTER PLOT THAN T FIND NELJ CONSTELLATIONS ON IT

- https://xkcd.com/1725/
engineering 1
— Supplemental graphics used in this presentation were provided by PRESENTERMEDIA and Adobe Stock
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